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About this guide

This document presents the following topics:

Setting up your new WCG Clinical ClinSphere account

Setting up your migrated WCG Clinical ClinSphere account

Setting up multi-factor authentication for your WCG Clinical ClinSphere account:

e Google Authenticator
e Okta Verify
e Phone
Logging into WCG applications
Unlocking your account
Resetting your password
Logging out of your WCG Clinical ClinSphere account
Support
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2 Setting up your new WCG Clinical managed
ClinSphere account

After receiving the account activation email from WCG Clinical, you will need to follow the steps below to set

up your password and create your multi-factor authentication (MFA) preference.

WCG uses MFA to prove your identity. The choices include:
e Google Authenticator
e Okta Verify

e Phone

Your invitation link is valid for 90 days and expires after initial use. If you miss the activation window, or require

assistance setting up your account, contact our Client Care team.

A If you do not have either Okta Verify or Google Authenticator on your mobile device and choose one

of those for your MFA, please download prior to proceeding.

After your WCG Clinical ClinSphere account has been activated, you may log into your application(s) by

following the instructions in Logging into WCG Applications.
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To set up your WCG Clinical ClinSphere Account:

1. Click Activate My Account in your email invitation.

Example:

\'/ weg”

Hi~
To make accessing your WCG Clinical products easier and more secure, we've set up

a simple, centralized log-in process on the ClinSphere™ platform. This allows you to
quickly access everything you need from a single, secure homepage.

To get started, activate your account by clicking the button below:

Activate My Account

This link expires in 90 days, so be sure to activate your account soon.

If you miss this activation window, you can request a new activation link by contacting
WCG Client Care by phone 1-855-818-2289 or email ClientCare@wcgclinical.com.

Your Log-In Details

Username: (@gmail.com
Sign-in page: hitps:/ipreview wcgclinical.com

Thank you for being part of WCG Clinical. We're here to support you every step of the
way!

The WCG Clinical Team

\" wcg ™ Phone: 1-855-818-2289

Email: ClientCare@wcgclinical.com

2. Click Set up in the ‘Set up security methods’ screen to create your password.

\/ wcg"

Set up security methods
® @gmail.com

Security methods help protect your ClinSphere
account by ensuring only you have access.

Required how

& Password
e Choose a password for your account
Used for access

Setup

Back to sign in

Powered by Okta Okta Privacy Policy
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3. Enter your password in the ‘Enter password'’ field, re-enter the same matching password in the ‘Re-enter

password’ field. Refer to the password requirements shown in the image below. Then click Next.

\/ wcg"

Set up password

8 1 iyl rrast haron alipriad since you
Ll g o pasaswoid

6 Your WCG Clinical password will expire every 180 days. Prior to the expiration, you will be notified and

prompted to reset.
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4. Determine which MFA option you want to use and click the appropriate Set-Up button.

W/ weg-

Set up security methods
@ Bgmail.com

Security methods help protect your ClinSphere
account by ensuring only you have access.

Required now

* Google Authenticator
Enter a temporary code generated from
the Google Authenficator app.
Used for access or recovery

Set up

Okta Veerify

Okta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity

Used for access of recovery

Setup
Phone
Verify with a code sent to your phone
Used for access

Setup

Back to sign in

Powered by Okla Okia Privacy Policy

0 Only one MFA option is required to create your WCG Clinical ClinSphere Account and log in.

5. Continue to the applicable section for setting up MFA for your WCG Clinical ClinSphere account:
e Google Authenticator
e Okta Verify

e Phone
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2.1 Using Google Authenticator as your MFA

Google Authenticator is one of the multi-factor authenticator options you can select for your WCG Clinical
ClinSphere account. You must install the app on your mobile device prior to completing the steps in this

section.

After completing the creation of your WCG Clinical ClinSphere account, you will access WCG Clinical’s
ClinSphere landing page. From there you may access your application(s) in the ‘My Products’ tab; learn more
about other available products in additional tabs; view recent insight documents; or view upcoming events.

You will be required to complete disclaimer information and to accept cookies.

6 Ensure you have installed the Google Authenticator app on your mobile device from your Apple App

Store or from your Google Play Store before proceeding.

To set up Google Authenticator as your MFA preference:

1. Click the app on your mobile device to open it.

2. Click the plus sign to add a new account.

= Google Authenticator .

Search...

oy

ClinSphere User Account Management Version: 2.0, Jun 2026 Page 8 of 33
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3. Click 'Scan a QR Code’ while hovering your camera over the QR Code on your application log in screen.

\"/ weg”

Set up Google

Auth

enticator
@ @gmail.com

Scan QR code

Launch Google
Authenficator, tap the
"+"iicon, then select

= Google Authenticator & .
Search...
Enter a setup key

Scan a QR code @

4. A screen appears with a six-digit code on your mobile device.

= Google Authenticator & .
Search...
login.wcgclinical.com: @gma...
’

"Scan a QR code”

Retum to authenticator list

Back to sign in

y Okta Okta Privacy Policy

5. Click Next in the application log in screen.

Return to authenficator list

Back lo signin

Oida Okta Privacy Policy

ClinSphere User Account Management
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0 This code is time sensitive. If not used within the allotted time, the next six-digit number to display

must be used to continue the WCG log in process.

6. Enter the six-digit code, from the Authenticator app, into the ‘Enter code’ field, then click Verify.

\/ wceg”

-;(-

Set up Google
Authenticator

& @gmail com
Enter code displayed from application

Enter code

Retum to authenticator list

Back fo sign in

Powered by Okla Okta Privacy Policy
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7. From the application, click Continue.

\/ wcg’

Set up security methods
@ (@gmail.com

Security methods help protect your ClinSphere
account by ensuring only you have access.

Optional
e Okta Verify
Okta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity
Used for access or recovery

Setup

Phone

Verify with a code sent to your phone
Used for access

Setup
Security Question
Choose a security question and answer
that will be used for signing in

Used for recovery

Set up

Back to sign in

Powered by Okla Okta Privacy Policy
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8. Review the disclaimer links by clicking WCG's Terms of Use and WCG's Privacy Policy.

\/

Y/ wceg ClinSphere

media. advertising and analytics parmers. Privacy Policy

This website uses cookies to enhance user experience and 1o analyze performance and traffic on our website. We alsa share Infarmation about your use of cur site with our sacisl

WCG's Terms of Use and Privacy Policy
[ I cenfirm | have read and agree to WCG's Terms of Use and WCG's Privacy Policy.

Back

Cookies Settings Reject All Cookies Accept All Cookies. x

9. Check the confirmation checkbox, then click Accept.

WCG's Terms of Use and Privacy Policy
| confirm | have read and agree to WCG's Terms of Use and WCG's Privacy Policy.

The ClinSphere landing page appears.

Wweg ClinSphere

Welcome to ClinSphere,

Access all your pecducts, industry events, and other rescurces here.

My Products

Stuxty Oparations

Total Enroliment

<

Datn s sgpts | | Bvierce Conmation | [ A8 Prosuets

Aceslerating Study Activation: Breaking Down 508 for Start-up Success wa

Watch our wetinas for

iy CEON BN SEudy SEAT-up Tivebines. G i it Now SEerataonsl 5308 dusing Study

BTN 0 S ity T VAL LTt el GG, i A £ Brogr e i (e lentaty
ropardize study outcomes. Explone & mone streamiined and integrated approsch that improves trisl ] ‘of clnical tris enrolment
The post Acoelerating Study Acthation: Bresking Down Silos for Start-up Success appeared first on WOG

e into e for expesiting Join s o an eachusive ook at WG Totsl Envoliment, a first-of-15-kind technology designed 1o heip
PN ke contiol of ervollmant tmeined Bnd recuce Ehe fisk of undeperforming SR, In Eh sesion
WD will ihie hiow Lhis Lachology: Sicunt your 1558 Aow B0 ket how WCD H Bransforsming the futun

T past Uniocking Faster, Mose Relable Cincal Trisl Encolment appeared first on WOG
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10. To remove the cookie banner and accept cookies, either set up your Cookies Settings or Accept All

Cookies by clicking the appropriate button.

cept All Cookies”, you agree to the storing of cookies on your device to enhance site navigation, analyze site usage, and assist | Cookies Settings | Accept All Cookies
efforts. [Privacy Policy . v

11. Access any application you have access to as shown on the My Products tab by clicking Open. The

selected application’s landing page will appear.

12. For information on other WCG products navigate through the other tabs. To review Recent Insights and/or

Upcoming Events, scroll down.
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2.2 Using Okta Verify as your MFA

Okta Verify is one of the multi-factor authenticator options you can select for your WCG Clinical ClinSphere

account. You must install the app on your mobile device prior to completing the steps in this section.

After completing the creation of your WCG Clinical ClinSphere account, you will access WCG Clinical’s
ClinSphere landing page. From there you may access your application(s) in the ‘My Products’ tab; learn more
about other available products in additional tabs; view recent insight documents; or view upcoming events.

You will be required to complete disclaimer information and to accept cookies.

0 Ensure you have installed the Okta Verify app on your mobile device or other device from which you

will be managing authentication before proceeding.

To set up Okta Verify as your MFA preference:

1. Click the application icon on your mobile or other device to open it.

2. Inthe Okta Verify app, click the plus sign to add a new account.

$%& okta Verify

Launch Dashboard £

3. Click Organization.

Close Add Account

Choose Account Type

Choose the type of account you would like
to add

m Organization @ 5

Work, school, company

g Other 5
Facebook, Google, etc

ClinSphere User Account Management Version: 2.0, Jun 2026 Page 14 of 33



Click Skip.

Add Account from
Another Device?

If you have an Okta Verify account on another
device, you can add it to this device.

[ w5

Add Account from Another Device

\/
wcg'

From the application, click the Set Up Okta Verify button to set up Okta Verify or click the Set Up Okta

Verify on a mobile device link to continue.

On your mobile or other device, click ‘Yes, Ready to Scan’ then hover the camera over the QR Code on

your application log in screen.

4 Okta Verify

Do You Have Your
QR Code?

i
;i ok

o]
=

Before you continue, make sure your QR
code is shown on another device, such as a
laptop

Where do | get my QR code?

Yes, Ready to Scan

l No, Sign In Instead }

\7 weg"

0 !

Set up Okta Verify

@ {@gmail.com

1. On your other device, download the Okia Verify
app from the App Store® (iPhone® and iPad®) or
on Google Play (Android® devices)

2. Open the app and follow the instructions to add
your account

3. When prompted, tap Scan a QR code, then
scan the OR code below:

Can't scan?

Retum to authenticator list

Back fo sign in

Okia Okta Privacy Policy

a. You may view a screen, on your mobile device, asking to ‘Allow Push Notifications?'. Click either Allow

or Skip, depending on your preference.

b. You may view a screen, on your mobile device, asking to ‘Enable Biometric confirmation?’. Click either

Enable or Not Now, depending on your preference.

ClinSphere User Account Management

Version: 2.0, Jun 2026
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7. On the ‘Account Added’ screen of your mobile device, click Done.

Okta Verify

Account Added

@gmail.com
You can now securely sign in to your
organization's apps.

continue.

device. You'll need it to sign in.

Return to your organization's instructions to

Important: Keep this app installed on your

8. From the application, click Continue.

\7 weg”

Set up security methods
@ @gmail.com

Security methods help protect your ClinSphere
account by ensuring only you have access

Optional

0 Okta Verify
Okta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity
Used for access or recovery

Setup

Phone

Verify with a code sent to your phone
Used for access

Setup

Security Question

Choose a security question and answer
that will be used for signing in

Used for recovery

Back to sign in

Powered by Okia Okta Privacy Policy
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9. Review the disclaimer links by clicking WCG’s Terms of Use and WCG's Privacy Policy.

W/ weg ClinSphere

WCG's Terms of Use and Privacy Policy

[ 1 confirm | have read and agree to WCG's Terms of Use and WCG's Privacy Policy.

Back

Sy,
| Cookies Semtings | (EEREE AR
S A

rivacy Policy

10. Check the confirmation checkbox, then click Accept.

WCG's Terms of Use and Privacy Policy
| confirm | have read and agree to WCG's Terms of Use and WCG's Privacy Policy.

The ClinSphere landing page appears.

Wweg ClinSphere ™

Welcome to ClinSphere,

Access all your pecducts, industry events, and other rescurces here.

Upcoming Events

Aceslerating Stusdy A Sios for Start-up ey Faste, brical

Watch our webins for andinatitut e into Arategres for expesiting Join s o an nchusive ook at WIS Total Envoliment, a fist-f-1s-kind techology dessgred to help

ity Bethvaticen et studdy SER-up Livabines. Gain ingights into hew cesvationsl sdos dhueing Study PN ke contiol of ervollmant tmeined Bnd recuce Ehe fisk of undeperforming SR, In Eh seson
WD will ihie hiow Lhis Lachology: Sicunt your 1558 Aow B0 ket how WCD H Bransforsming the futun

Fropardie study cutcomes. Explors 8 mon stresmined and integratisd aporosch that improves trisl [ ‘of cinical tris envolment

The poat Accesersting Study Activation: Bresking Down Sikos for Start-up Success appesred st on WCG. The post Uniccking Faster, Mose Reliabis Cinical Trisd Envolment appesred first on WEG.

Bad Asticls > Buad Actics >
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11. To remove the cookie banner and accept cookies, either set up your Cookies Settings or Accept All

Cookies by clicking the appropriate button.

cept All Cookies”, you agree to the storing of cookies on your device to enhance site navigation, analyze site usage, and assist | Cookies Settings | Accept All Cookies
efforts. [Privacy Policy . v

12. Access any application you have access to as shown on the My Products tab by clicking Open. The

selected application’s landing page will appear.

13. For information on other WCG products navigate through the other tabs. To review Recent Insights and/or

Upcoming Events, scroll down.

ClinSphere User Account Management Version: 2.0, Jun 2026 Page 18 of 33
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2.3 Using Phone as your MFA

Your mobile device is another multi-factor authentication option you can select for your WCG Clinical

ClinSphere account.

After completing the creation of your WCG Clinical ClinSphere account, you will access WCG Clinical’s
ClinSphere landing page. From there you may access your application(s) in the ‘My Products’ tab; learn more
about other available products in additional tabs; view recent insight documents; or view upcoming events.

You will be required to complete disclaimer information and to accept cookies.

To set up your phone as your MFA preference:
1. Choose how you want to receive the verification code - SMS or Voice Call; select your Country/Region
from the dropdown and enter the phone number. Click the Receive a code via SMS button to continue.

P ) |
\/ weg”

%

Set up phone authentication

(® wegtrnt+ogin70@gmail.com

Enter your phone number to receive a
verification code via SMS.

® SMs

0) Voice call

Country/region

United States - |

Phone number

+1

Receive a code via SMS

Return to authenticator list

Back to sign in

Okta Okta Privacy Policy

ClinSphere User Account Management Version: 2.0, Jun 2026 Page 19 of 33
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2. Enter the verification code and click Verify.
=

\/ weg”

Set up phone authentication

A code was sent to your phone. Enter the code
below to verify.
Carrier messaging charges may apply

Enter Code

Return to authenticator list

Back tosign in

Powered by Okta Okta Privacy Policy

3. From the application, click Continue.

\/ wcg’

Set up security methods
@ (@amail.com

Security methods help protect your ClinSphere
account by ensuring only you have access.

Optional
e Okta Verify
Okta Verify is an authenticator app,
installed on your phene or computer,
used to prove your identity

Used for access or recovery

Setup

Phone

Verify with a code sent to your phone
Used for access

Setup
Security Question
Choose a security question and answer
that will be used for signing in

Used for recovery

Set up

Back to sign in

Powered by Okia Okta Privacy Policy
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4. Review the disclaimer links by clicking WCG’s Terms of Use and WCG's Privacy Policy.

W/ weg ClinSphere

WCG's Terms of Use and Privacy Policy

[ 1 confirm | have read and agree to WCG's Terms of Use and WCG's Privacy Policy.

Back

Sy,
| Cookies Semtings | (EEREE AR
S A

rivacy Policy

5. Check the confirmation checkbox, then click Accept.

WCG's Terms of Use and Privacy Policy
| confirm | have read and agree to WCG's Terms of Use and WCG's Privacy Policy.

The ClinSphere landing page appears.

Wweg ClinSphere ™

Welcome to ClinSphere,

Access all your pecducts, industry events, and other rescurces here.

Upcoming Events

Aceslerating Stusdy A Sios for Start-up ey Faste, brical

Watch our webins for andinatitut e into Arategres for expesiting Join s o an nchusive ook at WIS Total Envoliment, a fist-f-1s-kind techology dessgred to help

ity Bethvaticen et studdy SER-up Livabines. Gain ingights into hew cesvationsl sdos dhueing Study PN ke contiol of ervollmant tmeined Bnd recuce Ehe fisk of undeperforming SR, In Eh seson
WD will ihie hiow Lhis Lachology: Sicunt your 1558 Aow B0 ket how WCD H Bransforsming the futun

Fropardie study cutcomes. Explors 8 mon stresmined and integratisd aporosch that improves trisl [ ‘of cinical tris envolment

The poat Accesersting Study Activation: Bresking Down Sikos for Start-up Success appesred st on WCG. The post Uniccking Faster, Mose Reliabis Cinical Trisd Envolment appesred first on WEG.

Bad Asticls > Buad Actics >
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6. To remove the cookie banner and accept cookies, either set up your Cookies Settings or Accept All

Cookies by clicking the appropriate button.

cept All Cookies”, you agree to the storing of cookies on your device to enhance site navigation, analyze site usage, and assist [ cookies settings | Accept All Cookies
efforts. [Privacy Policy . v

7. Access any application you have access to as shown on the My Products tab by clicking Open. The

selected application’s landing page will appear.

8. Forinformation on other WCG products navigate through the other tabs. To review Recent Insights and/or

Upcoming Events, scroll down.
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3 Setting up your migrated WCG Clinical
managed ClinSphere account

After your WCG account is migrated to ClinSphere, your email will serve as your username, and you will

continue to use your current password.

The first time you log in, you will be prompted to choose and set up your multi-factor authentication (MFA)

method by following the steps below.

WCG uses MFA to prove your identity. The choices include:
e Google Authenticator

e Okta Verify

e Phone

If you require assistance setting up your account, contact our Client Care team.

A If you do not have either Okta Verify or Google Authenticator on your mobile device and choose one

of those for your MFA, please download prior to proceeding.

After your MFA for your WCG Clinical ClinSphere account has been set up, you may log in to your
application(s) by following the instructions in Logging into WCG Applications.

ClinSphere User Account Management Version: 2.0, Jun 2026 Page 23 of 33
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To set up MFA for your migrated WCG Clinical ClinSphere Account:

1. Access the URL: https://clinsphere.wcgclinical.com

2. Enter your email as your Username, then click Next.

\"/ weg”

Sign In

Username

‘ @gmail.com

[] Keep me signed in

Unlock account?
WCG Support
Privacy

Terms

Powered by Okla Okla Privacy Policy

3. Enteryour password, then click Verify.

\/ weg-

Verify with your password
@ @gmail com

Forgot password?

Terms

Back to sign in

Powered by Okta Okla Privacy Policy

6 Your WCG Clinical password will expire every 180 days. Prior to the expiration, you will be notified and

prompted to reset.

ClinSphere User Account Management Version: 2.0, Jun 2026 Page 24 of 33
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4. Determine which MFA option you want to use and click the appropriate Set-Up button.

W/ weg-

Set up security methods
@ Bgmail.com

Security methods help protect your ClinSphere
account by ensuring only you have access.

Required now

* Google Authenticator
Enter a temporary code generated from
the Google Authenficator app.
Used for access or recovery

Set up

Okta Veerify

Okta Verify is an authenticator app,
installed on your phone or computer,
used to prove your identity

Used for access of recovery

Setup
Phone
Verify with a code sent to your phone
Used for access

Setup

Back to sign in

Powered by Okla Okia Privacy Policy

0 Only one MFA option is required to create your WCG Clinical ClinSphere Account and log in.

5. Continue to the applicable section for setting up MFA for your WCG Clinical ClinSphere account:
e Google Authenticator
e Okta Verify

e Phone

ClinSphere User Account Management Version: 2.0, Jun 2026 Page 25 of 33



2 Logging into WCG applications
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Once your WCG Clinical ClinSphere account is set up, you can log into an application at any time using your

Username and Password, along with the MFA you selected.

To log in to a WCG application:
1. Access the URL: https://clinsphere.wcgclinical.com

2. Enter your Username, then click Next.

\7 weg"

Sign In

Username

‘ @gmail.com

[[] Keep me signed in

Unlock account?
WCG Support
Privacy

Terms

Powered Okia Privacy Policy

3. Enter your password, then click Verify.

\/ wcg"

Verify with your password
@ @gmail.com

Password

Forgot password?
Terms

Back to sign in

red by Okta Okta Privacy Policy

ClinSphere User Account Management Version: 2.0, Jun 2026
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4. Depending on the MFA set up for your account, follow the prompts to provide the required information to

complete logging into WCG.

The ClinSphere landing page appears.

\/WEE  ClinSphere

Welcome to ClinSphere,

Access al your peOSUCTS, INUSTY £VEts, and other 1eSources hore.

Recent Insights
Unboxiieny Faster, More Rmiable Clrucal Tril Envodmare

5. Access an application by clicking Open, for a product listed within the ‘My Products’ tab.

The selected application’s landing page will appear.

Page 27 of 33
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If your account becomes locked (e.g., after more than four unsuccessful login attempts), you can follow the on-

screen instructions to unlock. Depending on the MFA selected, the process will vary slightly.

Alternatively, you may contact the Client Care team for assistance.

To unlock your account:
1. Click the Unlock account? Link on the Sign-In screen.
4

" weg”

Sign-In

Username (Email)

| —— |

[J Keep me signedin

Okta Okta Privacy Policy

2. Inthe Unlock account screen, enter your Username, and click Next.

W/ weg'

Unlock account

Username (Email)

@gmail.com| |

Back tosign in

Okta Okta Privacy Policy

ClinSphere User Account Management Version: 2.0, Jun 2026
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3. Depending on your selected MFA, click the appropriate option.

Verify it's you with a security
method
Select from the following options
= Email Select
+* Google Authenticator Select
Get a push notification
©  Ohaverity Select
8a

Okta Okta Privacy Policy I

6 Note: Select Email if your MFA is Phone

4. Follow the prompts to unlock your account.
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6 Reset password

Your WCG Clinical password is set to expire every 180 days. Before it expires, you will receive a notification
prompting you to reset it. If needed, you can also reset your password at any time by using the ‘Forgot

Password?’ link during the login process.

To reset your password, ensure the password requirements are met and enter your new password and re-

enter. Click Reset Password.

\7 wcg”

Reset your ClinSphere
password
® @gmail com

Password requirements;

« Atleast 14 characters

« Alowercase letter

« An uppercase letter

« Anumber

« Asymbol

« No parts of your usemame

« Does not include your first name

= Does not include your last name

= Password can't be the same as your last &
passwords

« Atleast 1 day(s) must have elapsed since you
1ast changed your password

New password

Re-enter password

[ sign me out of all other devices.

Reset Password

Back to sign in

Okta Okta Privacy Policy
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7 Logging out of your WCG Clinical ClinSphere
account

Remember to log out when you are done using an application. If you forget, the application will time out and

close automatically after one hour of inactivity.

To log out of your ClinSphere landing page:

1. Click your Username initials, then click Sign Out in the dropdown.

™

Signed in as
@gmail.com

Sign out i

You are now logged out of your WCG Clinical ClinSphere account.
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8 Support

Contact our Client Care team for assistance with your WCG Clinical ClinSphere account.

Client Care:
e Phone: 1-855-818-2289
¢ Hours of Operation: 8:00AM-8:00PM Eastern Time, Monday to Friday

e Email: ClientCare@wcgclinical.com
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9 Technical information

9.1 Revision history

Version Description of Changes

1.0 - Aug 2025 N/A N/A, first version

2 - Jun 2026 Setting up your new WCG | Updated the Welcome to WCG Clinical’s Security Access
Clinical managed Portal email image

ClinSphere account

Using Google Updated steps to set up MFA
Authenticator as your MFA
Using Okta Verify as your
MFA

Using Phone as your MFA

9.2 Related software

Software Version

WCG ClinSphere ‘ 2.6.1 and later
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